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ABSTRACT
This paper talks about
* Why Digitally Signing a Web Page?
» Features of Digitally Signing a Web Page?
* How to use?
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INTRODUCTION
Hello Readers,
First of all, | would say this paper is just foER.net developers.

Digitally Signing a Web page as the name impligaiag a webpage using digital certificate for maining the
authenticity of the page. The most common usedifjdial certificate is to verify that a user serglim message is who he
or she claims to be, and to provide the receivén Wie means to encode a reply. We can eitheralsigned certificate
or the certificate issued by Certificate authoriyA). The CA issues an encrypted digital certifecatontaining the
applicant’s public key and a variety of other idécation information. The CA makes its own publkiey readily available
through print publicity or perhaps on the interrigth self-signed and CA signed certificates prevéshcryption for data
in motion. A CA-signed certificate also provide lantication — a level of assurance that the sitghiat it reports to be,

and not an imposter website.
Features of Digitally Signing a Web Page
* Maintains the authenticity of a web page. It mgaage is genuine not a fake.

* Reduces the effort by automating the signing pet¢lsough digital signature instead of pen and papsour
organization is big and there is lot of paper wagid) can digitize the whole process saving penepapme and

effort.
How to Use

Step 1:Here | am using Self-signed certificate for signthe webpage. So first step will be to createShH-
signed certificate. Open IS Manager by going #rtsand type inetmgr to open 1IS. Choose servetficate and click

create self-signed certificate in the action pane.
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Figure 2: Create Self-Signed Certificate
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Step 2:Export the certificate, double click on your cectite, go to details and choose copy to file. Ekploe
private keys, otherwise we are going to face keyfauand error.
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Figure 8: Complete the Certificate Wizard

Step 3: Place your certificate in the certificate storgae® Microsoft management console by going to stadt
type mmc.

Go to file and choose add/remove snap in optitreoSe Certificates add and click ok. Choose thatioo where
you want to save the certificate
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More Actions

Step 4: Go to Personal folder, right click to import thertificate in the certificate store. Choose thetiteate
which you want to import.
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File to Import
Specify the file you want to impart.

File niame:

E:\DigitalSignature pfic
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Nate: More than one certficate can be stored in 2 sngle fle in the folowing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard-PKCS #7 Certificates (.P78)
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Figure 12: Choose the Certificate
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Private key protection
To maintsin security, the private key was protected with  password.

Type the password for the private key.

Password:

[IDisplay Password

Import options:

[[]Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back p or transport your
keys at alater tme

Indlude all extended properties.
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Figure 13: Password of the Certificate
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Figure 14: Place the Certificate in the Store
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Step 5: Export the certificate, which we are going to fyetthe digital signature. Follow the same steps as

discussed above.
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Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type & password on 5 later page.

Do you want to export the private key with the certificate?
Yes, export the private key
(®)No, do not export the private key

Note: The assodiated private key is marked as not exportable. Only the certificate
can be exported.
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Figure 16: Export the Certificate
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Figure 18: Name Your Certificate and Complete the Pocess

Step 6:Now certificate is created and placed in the fiestie store, now is the time to use in our program

In aspx file: In designing page we are placing the code to shdwther document is digitally signed or not.

Figure 19

In aspx.cs file: in code file, we are signing aedifying the signature.
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Figure 20
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Figure 21

Step 7:If certificate is valid and signed text is verdi¢han signature signed by Sanjeet will be showerstise
Invalid certificate will be shown

[ e e —

< [ =— [ localhost:<949646/DigitalSigmnatureRescearch.:z

Digital signature

Disaitallsy Sisnec B - i
Jeet

Figure 22: Valid Certificate Message
CONCLUSIONS
This study shows that digital signature is bestfiaintaining the authenticity of the page.
Reduces the efforts and save lot of time if paparkvis large in your firm you can automate the vehptocess.
More user friendly, user will be provided with timerface they just needed a click of button tamsagdocument.
At last | want to say that it worth implementingyiour organization because it provides more securit
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